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Enjeux juridiques de I'lA: les
perspectives de Microsoft
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Microsoft's existing privacy commitments apply to Al




‘

|IA & données ‘

Garder la main grace a DSPM for Al



Les defis de la GenAl

Partage excessif de

données

Les utilisateurs peuvent accéder a des données
sensibles via des applications d'lA sans autorisation
appropriée

Classified as Microsoft Confidential

Fuite de données

Les utilisateurs peuvent divulguer par
inadvertance des données sensibles a des
applications d'lA

Utilisation non conforme

Les utilisateurs peuvent recourir a des
applications d'lA pour générer du contenu
contraire a I'éthique ou a haut risque




Identifier et réduire les risques liés a I'utilisation de I'l|A

Data Security Posture Management (DSPM) for IA

Renforcez de maniere proactive la sécurité des données pour prévenir les incidents tels que le partage excessif, les fuites ou ['utilisation
non conforme des données

Protect your data from potential oversharing risks Obsidian Merger Yop unethical use in Al interactions

1 Protect
Data assessments provide you with insights on potential oversharing risks in your

) es Monit
organizations, along with fixes to limit access to sensitive data ,

. Sensitive information auto-labeling policy
Data coverage of top 100 SharePoint sites

Labeled

%

Not labeled

a Create auto-labeling policy for sensitive information

Protégez les données sensibles Superviser |'utilisation de I'lA en cas
contre la surexposition grace a des d’'usage non conforme et obtenir
recommandations et une des recommandations sur
application, en un clic, I'application des politiques de
d'étiquettes de confidentialité conformité

Découvrez les risques liés a la sécurité,
et a la conformité des données dans
les rapports, et les revues de vos
espaces de partage

Classified as Microsoft Confidential



Data Security Posture Management for Al
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m Try the new Mic

Microsoft Purview  Preview

= o

@
B fw DSPMforAl Data Security Posture Management for Al

Solutions
ED i Overview R Analytics  Policies  Activity explorer
= Zf Recommendations
@ Sensitive data in prompts Total prompts with sensitive data
[ Reports
Settings
Sensitive data shared with all Al assistants grouped by sensitive information type. Total number of prompts containing sensitive data shared with all Al assistants.
2> Policies
Google Bard

! [ | |
DSPM for Fi
. 68 Activity explorer \“ OpenAl ChatGPT-4
I N ——
&) Data assessments  Preview Bing Chat
Copy.ai

Copilot for Microsoft 365

B Project Obsidian M US.SSN Ml Physical address Ml Bank Account Bl ABA routing numbers M Project Obsidian M US.SSN Ml Physical address Ml Bank Account Il ABA routing numbers
View details View details
Total users (Microsoft Copilot) Total users (other Al assistants) Top users (all Al assistants)
Total users who created a prompt Total users who visited other Al assistants Users with Microsoft Copilot activity and browsing activity in other Al assistants
Google Bard
I S
Bing Chat
I
15.3K 7.1K OpenAl ChatGPT-4
I B Y —
\ Copy.ai
u I R R
Copilot for Microsoft 365
| |
M Highrisk B Medium risk B Low risk Il None M Highrisk B Medium risk M Low risk Il None M High severity Il Medium severity Il Low severity [l None

View details

View details

| i [ .




Data Security Posture Management for Al
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Al app category

Microsoft Copiot Experie...

Microsoft Copilot Experie...

Microsoft Copilot Experie...

Microsoft Copiot Experie...

Microsoft Copitot Experie...

Microsoft Copilot Experie...

Microsoft Copiot Experie...

Microsoft Copilot Experie...

Microsoft Copilot Experie...

App

Al app category App accessed in
Microsoft Copilot Experiences Word
Interaction details A

. You can view prompts and responses with your Microsoft Purview Content Explorer
Content Viewer role. Learmn more about permissions for DSPM for Al

’---------------------------------‘

Prompt

Project Obsidian M&A.docx
[AutoGenerated]Summarize

{J Sensitive info types detected View related dassification activity

Response

Project Obsidian M&A.docx a
[AutoGenerated]Project Obsidian is a merger between Company A and .
Company B to create a more competitive and innovative market entity. The
merger aims to combine strengths, enhance market share, improve
efficiencies, and drive growth. * **Objectives of the Merger**: The merger w
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Gagnez en visibilité sur le contenu surpartagé

é )

|dentifier les partages potentiellement excessifs . : -
. i Prioriser les risques les plus elevés
Sites et fichiers

Evaluation du risque

3 5 &>

Risque
Sites et fichiers Données Données moyen
contenant des partagées a frequemment
données grande échelle consultées
sensibles
Exemple
Un site contient Tous les membres 575 utilisat ¢ Ri sleveé -
des documents de l'organisation ,dL,J nisa eutrs ond Squ_e e e
avec des peuvent accéder accede au contenu du Prioriser
site la semaine

numeéros de au contenu du site

carte de crédit

l'assainissement

derniere

. J

Classified as Microsoft Confidential



Microsoft Purview

o New Microsoft Purview portal

% Copilot Q

(R

Home

B ®% DsPM for Al

Solutions

8l

Leam

@3

Settings

ED Overview

m

Recommendations

=]

Reports

Policies

té

-
i 60 Activity explorer
Lifecycle

Managem...

&

eDiscovery

A
ail
Data Loss
Prevention

O .
I(i! Data assessments  Preview

a8t
[ ]

DSPM for
Al

@]
L 7'
Insider Risk
Managem...

Data assessments (preview)

Identify oversharing risks

Use data assessments to identify
potential oversharing risks in
your organization. They also
provide fixes to limit access to
sensitive data.

Assess and prevent
oversharing

@ Create an assessment
Choose the data sources
and users you want to
assess.

@ Evaluate data

Review the assessment scan
results for users who
overshare data from the
data sources.

@ Apply fixes
Limit Microsoft Copilot
access to sensitive data,
apply label and retention
policies to sites and data.
Conduct site and access
reviews to evaluate
permissions and user
access.

Assessment status

B Scan Completed

—~+ Create assessment

v  Assessment name

Oversharing Assessment for the week of December 2,

2024

Default data assessments scans the top 100 sites in your

organization

Sensitivity labels on data of top 100 sites

Labeled
I 4.3k

Not labeled

5.1k

~  Default assessments (2)

Oversharing Assessment for the week of December 2, 2024

Oversharing Assessment for the week of November 18, 2024

@ No Sensitive Information Types Detected

Status

@ Scan completed

@ Scan completed

2 more

2items (= Group v

Scan started on

Dec 6, 2024 1:34

MNov 20, 2024 10:



(R

Home
B Data assessments (preview) > Oversharing Assessment for the week of November 18, 2024
Solutions =1+ .
= Oversharing Assessment for the week of November 18, 2024
L]
Leam
—
& -
Settings 6 Assessment info Total items Sensitivity labels on data
ﬁ Description
Q I & Default assessment created by
eDiscovery Purview
N Labeled
3.9k
Da?ﬁl Total items |
o 62,610 Not labeled
I 588Kk
.-: Sources included
. 66 @ No Sensitive Information Types Detected
A @ Sensitive Information Types Detected
[ )
L /1Y @ Data Not Scanned
Insider Risk
EETEER P Scanned For Sensitive Info Types
e‘ @ Not Scanned
Information
Protection
Data source ID Source type Total items Total items acces... Timesusersa.. |  Unique users acc...
/sites/obsidianmerger/ SharePoint 3,845 15 60 2
[sites/finance/ SharePoint 6,980 26 53 2
https://p4aidemo-my.sharepoint.com/ SharePoint 12 29 3

% Copilot Q

Data with sharing links

Shared with anyone
0

Shared organization wide
I 17.5k

Shared with specific people
. 20.6k

Shared externally

0
@ SharePoint

66 items (= Group v
Total sensitive ite... Total scanned ite...  Total unscanned ...  Sharin¢
3,838 3,845 0 Specit
6,725 6,980 0 Orgar

«
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Il
(

X
Home
) B /sites/finance/
Solutions =t
= E Assessment info Total items Sensitivity labels on data Overview  Protect Monitor
(L) Description
- Default assessment created by Data source details
Pumvi
{3 . e Labeled
- 3 ok Data source type URL
- Total items SharePoint https://p4aidemo.sharepoint.com/site
62,610 Not labeled s/finance/
e, - | I N 62,61 0 |
eDiscovery Sources included
66 No Sensitive Information Types Deti

Data coverage

Sensitive Information Types Detecte . .
- Total items in site

Data Not Scanned 6'980
!- Scanned For Sensitive Info Types View items
Al Mot Scanned Labeled
Io
Not labeled

7.0k

av
nformation

B No Sensitive Information Types Detected [l Sensitive Information Types Detected

Protectior Data source ID Source type Total items | Total items acces...  Times users at B Data Not Scanned
[sites/finance/ SharePoint 6,980 26 53
[sites/samplefiles/ SharePoint 6,874 0 0
/sites/financeweb/ SharePoint 6,859 0 0
[sites/delivery/ SharePoint 6,842 0 0

[sites/asia/ SharePoint 6,751 0 0



Microsoft Purview

o New Microsoft Purview portal

2

Home

B

Solutions

B & B

t4

nformation

Protection

Assessment info

Description
Default assessment created by
Purview

Total items
62,610

Sources included
66

Data source ID
[sites/finance/
[sites/samplefiles/
[sites/financeweb/
/sites/delivery/

[sites/asia/

Total items

62,610

Scanned For Sensitive Info Types

Not Scanned

Source type

SharePoint

SharePoint

SharePoint

SharePoint

SharePoint

Total items

6,980

6,874

6,859

6,842

6,751

Sensitivity labels on data

Labeled
3.9k

Mot labeled

No Sensitive Information Types Deti
Sensitive Information Types Detecte

Data Not Scanned

Total items acces... Times users a¢

26 53
0 0
0 0
0 0
0 0

% Copilot Q

/sites/finance/

Overview Protect

Monitor

Limit Microsoft 365 Copilot access to this site
Choose how you would like Copilot to access data in this SharePoint site.

Restrict access by label

Microsoft Purview Data Loss Prevention

Restrict all items

SharePoint Restricted Content
Discoverability

SharePoint Administrators or Global Administrators can enable Restricted Content
Discoverability in SharePoint Online in your organization.

Steps at a glance

1. Download and install SharePoint Online Management Shell. Download the
latest version of SharePoint Online Management Shell

2. Connect to SharePoint Online as a Global Administrator or SharePoint
Administrator in Microsoft 365. To learn how, see Getting started with
SharePoint Online Management Shell

3. Apply Restricted Content Discoverability on a SharePoint site. Run the
following command in SharePoint Online Management Shell:

Set-SPOSite -identity <site-url>
-RestrictContentOrgWidesearch $true

4. View the Restricted Content Discoverability configuration for a given site.
Run the following command in SharePoint Online Management Shell:

Get-SPOSite -identity <site-url> | Select
RestrictContentOrgWideSearch

Other labeling policies

Default sensitivity label for SharePoint document library v



n Y DSPM for Al /sites/finance/
Solutions
B Overview Assessment info Total items Sensitivity lal Other labeling policies
_E_j A Description
s =} Recommendations Default assessment Default sensitivity label for SharePoint document library
@ created by Purview When a default sensitivity label is created, the label will only apply to new items
S [ Reports Labeled added to the site. Select a sensitivity label in the SharePoint site.
o Total items 3.9k
T Policies 62,610 62 610 Not labeled Create default sensitivity label for SharePoint document library
r | " Microsoft SharePoint location
60 Activity explorer Sources included
66 No Sensitive
I N Data assessments  Preview | Default labels
- Sensitive Infc Label all new items by default using sensitivity labels. The admin can define labels
e:..isgc_-_a-j_ Daia NI with protetion and labels with no protection. Assign default labels when creating a
vaa RO label policy.

Scanned For Sensitive Info Types

e. Assign default sensitivity label

Mot Seanned Microsoft Purview Information Protection
————— Sensitive information auto-labeling policy
h Files with sensitive info types
6,725
View items
Data source ID Source type Total items | Te
Use auto-labeling policies based on sensitive content or keywords.
/sites/finance/ SharePoint 6,980 2 . . e .
- o ° "~ e- Create auto-labeling policy for sensitive information
. Microsoft Purview Information Protection
/sites/samplefiles/ SharePoint 6,874 0
/sites/financeweb/ SharePaint 6,859 0 . e
) ’ SharePoint site sensitivity label
/sites/delivery/ SharePoint 6,842 0 A\ This label will only apply to the site and not the contents of the site.
N . . Apply a sensitivity container label to the site.
/sites/asia/ SharePaint 6,751 0 ilind ty




Securisez et gouvernez les données pour une utilisation responsable de 'lA

0+ » + 5 + B

Sécurité Conformité Vie privée IA responsable
4 N 4 ,‘ N 4
S __/ S
Découvrir les risques Protéeger les données Gouverner l'utilisation
Identifiez les données sensibles utilisées dans Détectez quand le contenu contient des Interactions avec Audit Copilot et application
Copilot avec Data Security Posture données sensibles et appliquez des protections des politiques de cycle de vie avec Audit et
Management for Al avec Information Protection Data Lifecycle Management

Evaluez et suivez le respect des cadres

Soyez alerte de ['utilisation risquee de Bloguez I'accés de Copilot aux flchl.ers sensibles réglementaires avec Compliance
Copilot avec Communication Compliance grace a Data Loss Prevention
Manager
Détectez une séquence d'actions utilisateur Ajustez automatiquement les politiques de IncIuriatIes TTeracttlon; COPII!Ot ldans les
a risque avec Insider Risk Management sécurité en fonction du niveau de risque de enquetes et les retentions legales avec
I'utilisateur grace a la protection adaptative eDiscovery
- J o J -
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