
Auditing standards and legal regulations require 
companies to manage authorizations in a restrictive 
manner. This inevitably leads to a revision of 
existing authorization concepts or the creation of 
entirely new ones. 

The implementation of authorization projects 
can be challenging, as it requires a professional 
understanding of the underlying business 
processes, as well as a profound technical 
knowledge of SAP authorizations.

The Xiting Authorizations Management Suite 
(XAMS) makes this process easier and more efficient 
by significantly shortening critical and time-
consuming phases in SAP authorization projects 
and helping to ensure their successful completion.

XAMS offers a best-practice approach for the 
holistic management of SAP authorizations in 
the ABAP environment, known as the Xiting 
Authorizations Life Cycle. Following our motto  
“Get clean, stay clean”, XAMS supports you in 
creating “clean” roles based on the least privilege 
principle. Don’t let authorization projects hold your 
business back. Trust XAMS to make the process 
efficient and successful.

XAMS
Xiting Authorizations Management Suite

XA
M

S

The ultimate solution for efficient authorization projects

	■ With XAMS, you can save time and resources 
on SAP ABAP authorization projects, with an 
estimated 65% reduction in time compared 
to manual creation and assignment of 
authorizations. XAMS is designed to 
streamline the authorization process, 
making it more efficient and effective, while  
also ensuring compliance with industry 
standards.

	■ The XAMS test standards are based on the 
SAP Security Guidelines of the German SAP 
User Group (DSAG) for ERP systems, ensuring 
that your organization’s authorization 
management is in line with the best 
practices and recommendations of leading  
industry experts.

http://www.xiting.com
https://www.sap.com/
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Role Designer
	■ Modeling and creation of roles and SAP Fiori 

content based on the least privilege principle for 
a secure and sustainable authorization concept

	■ Checking of critical authorizations and 
segregation of duties during role design

	■ Virtual cockpit to model and simulate changes to 
roles and its content

ABAP Alchemist
	■ Identification and optimization of existing or 

missing authorization checks in custom code
	■ Automatic updating of authorizations proposals 

in transaction SU24
	■ Improvement of the quality and stability of 

custom developments through best practice 
recommendations

Role Replicator
	■ Mass processing tools for roles, users, parameter 

transactions and SAP Fiori objects
	■ Efficient mass processing, analysis, and 

management of the organizational levels in a 
user-friendly interface for derived roles 

Role Builder
	■ Automatic identification of authorizations with 

background simulation directly in production, 
subject to strict compliance with security 
requirements (DSAG test guidelines and SAP 
best practices)

	■ Analysis and processing of the simulation data 
from the productive test simulation (PTS) to 
finalize role definitions

Xiting Times
	■ Effective fallback scenarios to mitigate the risk 

when rolling out new authorizations
	■ Establishing an audit-compliant process for the 

provision of privileged/critical authorizations
	■ Emergency access management (Firefighter) 

scenarios

Role Profiler
	■ Comprehensive analysis tool with more than 

100 reports to examine SAP authorizations for 
qualitative aspects and risks

	■ Ensuring the quality and sustainability of the 
implemented authorization concepts with 
integration to the transport management 
system (STMS)

Security Architect
	■ Automatic generation of system-related SAP 

security concepts considering best practice 
recommendations

	■ Centralized validation of the system settings 
against the SAP security concept

SIEM Connector
	■ Real-time reporting of security events to any 

SIEM system and/or email notification 
	■ Advanced algorithms to correlate events and 

identify potential security threats
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MAXIMIZE LARGE SAVINGS POTENTIAL! 
Welcome to the next generation of authorization management! XAMS is more than just an individual 
software solution, it is a versatile and extensive software package that covers a wide variety of issues 
related to the management of SAP authorizations. 
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